
Draft Annual Internal Audit Plan 2018/19

Corporate/Cross cutting Reviews

Auditable Unit Auditable Unit 
Description Notes Quarter Days

1. Emergency 
Planning (EP)

A review of the 
adequacy and 
effectiveness of 
Emergency planning 
arrangements.

A task and finish group of members and senior officers was set up and reported on its 
findings in 2017/18.  Improvements to the EP framework were made as a result.  The 
group agreed that the Audit and Advisory Committee should obtain assurance that the 
arrangements are satisfactory. To include assessment against minimum standards for 
London. 3 10

2. Gifts and 
Hospitality/ 
Declarations of 
Interest

Review of the 
adequacy of the 
corporate policy and 
procedure for recording 
officer and member 
declarations in these 
areas.

An audit of Gifts and Hospitality in BHP in 2017/18 identified areas of inadequacy and 
non-compliance.  

Adequacy of the policy and procedures to ensure transparency and integrity is 
evidence via prompt, complete declarations of interests and appropriate management 
of the offer and receipt of gifts and hospitality.  To cover officers and members’ 
arrangements.

1 10

3. Data Security To focus on 
management of risk of 
data breaches.

Focus on arrangements for preventing, identifying and managing data breaches.  
Specific areas to be selected based on recent suspected and actual data breaches. 
Incident handling, remediation and control improvement to be included in scope. Some 
aspects of data security covered in 17/18 plan. 3 15



4. Use of Social 
Media /RIPA

This review will consider the council’s policy and procedures for use of social media 
with regard to its appropriateness in relation to RIPA requirements. A random selection 
of service areas will be selected for testing. 1 10

5. Functional 
(Establishment) 
Visits

Individual service 
functions across the 
council.

This audit resource will be held as part of contingency to undertake reviews of specific 
services or functions.  The reviews will focus on a range of key areas of control such 
as recruitment, financial management, risk management and general compliance with 
corporate policy and procedures.

Areas will be identified as part of ongoing liaison with Internal audit and CMT and 
DMTs.

Any 50

Total 95



Children and Young People

Auditable Unit Auditable Unit 
Description Notes Quarter Days

1. Unaccompanied 
Asylum Seeking 
Children

Help and advice for 
children. Includes 
benefits entitlements 
from the Council and 
can include 
applications for 
homelessness.

The risk in this area is that a Council may not discharge its responsibilities for asylum 
seeking children resulting in potential reputational damage.

1 15

2. School 
effectiveness- 
School 
monitoring

Council's monitoring 
controls; would include 
finances and schools 
improvement service. 

To include financial governance and procurement.

There is a risk that the Council may not identify poor financial performance promptly 
resulting in delayed corrective action or financial loss through breach of school 
budgets. (Maintained schools)

2 15

3. Virtual School Review of governance 
and performance of 
Virtual School 
arrangements.

Pupil premium is mostly given to schools but some is held back for children's tuition. 

This area has not previously been audited. 2 10

4. LAC - Looked 
after Children 
and 
Permanency

Provision of care for 
children who are not 
able to live with their 
families. 

Each child referred to the LAC service must be found a suitable placement to meet 
their needs through a commissioning process. There are a number of preferred 
providers who provide placements such as fostering, residential care and mother and 
baby units. Placements can be made outside of the preferred providers subject to 
appropriate checks.

Potential areas for review are: management reporting; performance management 
arrangements use of ‘non-standard’ providers, and consistency and quality of data.

4 20



5. Children in 
Need (CIN) 
(split across 
Locality Service 
and LAC)

Includes initial 
assessment and 
development of CIN 
plan.

Risk - Children do not receive appropriate level of service leading to the Council 
failing in duties under S17 of the Children Act, exposing vulnerable children to danger 
and reputational damage.

Potential review around workforce planning and progress in recruiting permanent 
social workers.

2 15

6. Schools audits Risk based 
establishment visits to 
maintained schools.

The schools audit approach has changed from a thematic approach to establishment 
audits.

Ten school visits will be undertaken.  To be selected on a risk basis in consultation 
with schools improvement team and schools finance.

All 70

Total 145



Regeneration and Environmental Services

Auditable Unit Auditable Unit 
Description Notes Quarter Days

1. Community 
Safety

Safer Brent Partnership 
includes the Council, 
police and social 
services. 

Community safety activities e.g. ASB, community safety, intervention, presence, 
information sharing, noise, engagement. Includes work to tackle gang violence

 
The ASB team from BHP will be amalgamated with the council team so some 
potential for benefits realisation of this merger to feature in scope.

1 15

2. Highways LA responsibilities for 
management and 
maintenance of 
highways in the borough 
including contract 
monitoring.

A 2017/18 audit review provided advice on the development of a departmental 
contract management team.  Potential for work on how this is operating in practice 
with regard to the reactive repairs contract.

Alternatively, the review can focus on the planned maintenance programme with 
coverage of member/ community involvement in the programme.

3 15

3. Car Parks Management of car 
parks in the borough

External contract for majority of car park provision with FM team managing civic 
centre provision.

Potential areas for review of strategy, delivery, maintenance etc. 2 10

4. Cemeteries 
and 
Crematoria 

Operation of in-borough 
cemeteries and 
crematoriums, 
establishment visits and 
monitoring.

This hasn't been audited and the reputational risk is high if issues arise. 

Grave space management, future demand and income management are all likely 
scoping areas. 1 15



5. Arboriculture Maintenance of trees in 
the borough, 

Review to assess the quality of service delivery taking account of recent procurement 
activity.

Also effectiveness of links to insurance claims against the council.
2 15

6. Licensing LA administration of 
licences e.g. alcohol, 
gambling, trading etc.

Likely to cover the operation of new Tascomi IT system in Licensing service.

Alternative areas may be decision making process, monitoring of non-renewals and 
identification/ treatment of breaches of conditions.

Also debt collection: Very transactional, high volumes, small amounts involved per 
licence. Previously issues around debt collection. 

2 15

7. Planning Service currently uses 
IDox (Acolaid) system 
but will be procuring a 
new system

Implementation of a new system for use in a number of Brent services and across 
three boroughs is planned for Jan 2019.

This audit work will comprise providing advice and guidance e on the design of new 
processes in the Planning service at that time.

4 5

8. Trading 
Standards

Trading standards 
activities - investigations 
and premises visits.

Brent undertakes trading standards services for Harrow. Individual teams are set up 
for Harrow and Brent (a restructure is occurring in Q4 2017/18). Potential scope 
areas include the currency of the contractual arrangements with LB Harrow and the 
effectiveness of the governance arrangements).

(Payment arrangements may be complicated, inflationary uplift is potentially not 
sufficient.)

1 15

9. Building 
Control 

Compliance with 
building control 
processes.

Brent wins a lot of work on discretionary services (outside borough) by referral. An 
associate model is used with monitoring by Building control team.

Review likely to provide assurance on the associate model and capacity 
management of team.

1 15

10. Parking 
Enforcement

Parking enforcement 
activities

Scope to include deployment arrangements to ensure adequately risk based.

2 15



11. Regeneration Regeneration policy, 
strategy and 
implementation

The Local Plan and development management policies are key elements of place-
shaping arrangements.  Assurance is already provided via a statutory requirement to 
have an external, government inspection.

This review will consist of a high level review of the arrangements for refresh of the 
local plan and polices and the effectiveness of public consultation.

4 5

Total
140



Community Wellbeing

Auditable Unit Auditable Unit 
Description Notes Quarter Days

12. Residential 
and nursing 
care

All residential care 
homes in which Brent 
residents reside - 
includes in and out of 
borough care homes.

Independent assurance is provided on care providers by the Care Quality 
Commission and other external assurance sources.

This review will focus on the effectiveness of the placement approval, set up and 
payment process.

3 20

13. Health and 
Safety

Health and safety: set 
up, monitoring and 
compliance.

Compliance with 
asbestos regulations

Compliance with 
electrical safety 
standards in residential 
properties

Water safety 
assessment/ testing of 
water tanks in 
residential property

Compliance with Fire 
Safety legislation in 
residential property

To consider cross-cutting control and focus testing in this year on one of: legionella, 
asbestos, electrical safety and gas safety.

(Fire safety was audited in 2015/16 – an initial assurance rating of ‘no assurance’ 
was increased to ‘reasonable at follow-up)

2 15



14. ‘Joint Front 
Door’ 
approach to 
assessment 
(ASC)

Assessing needs of 
adults and determining 
appropriate care 
packages.

This will be jointly sponsored by Brent Customer Services and focus on the ‘front 
door’ arrangements and the effectiveness of self-assessment arrangements. 

A recent split of the care management service to Customer Service team and ASC 
Duty team had the objective of focussing on less unscheduled reviews (emergency 
issues), less complaints and people's issues being resolved more quickly.

This review will primarily consider process flows between ASC BCS and ASC Duty 
Team

Possible further scope area is the effectiveness of annual review process.

2 15

15. Home Care Care for residents in 
need in their own 
homes.

Significant change is occurring in this service in 2018/19.  Internal Audit will provide 
input on risk and control aspects of this change process. 1 15

16. Section 20 The Council has a 
statutory duty to issue 
section 20 notices to all 
leaseholders before 
work is carried out. 

The Council has a statutory duty to issue section 20 notices to all leaseholders before 
work is carried out.

 This review to provide assurance on whether charges are calculated accurately and 
promptly.

1 20

17. Out of hours 
call service

Previously delegated formally to BHP through a formal management agreement..

This review to provide assurance on this area under any new arrangements. 3 15

18. Disabled 
Facilities 
Grants

This will be across ASC and Housing services and will be jointly sponsored. Potential 
areas of scope are assessment of applications and monitoring of outcomes.

2 15

19. Responsive 
Repairs

Repairs service Previously delegated formally to BHP through a formal management agreement. 
Housing directorate monitored the performance.

This review to provide assurance on risks including customer satisfaction, anti-fraud 
controls and efficiency of service.

3 15



20. Right to Buy Processing of R2B 
transactions, 
compliance with R2B 
legislation

Recent change in policy; audit to focus on impact and any change in processes.

2 15

21. Libraries - 
Stock Control

Deferred from 2017/18.  Stock assets are appropriately safeguarded.  
1 5

22. Libraries  - 
Collection of 
Fees and 
Fines

Complete and timely collection arrangements are in place for income.
2 10

23. Brent Direct  
Leasing 

Leasing of properties 
from landlords

Previously delegated to BHP through a formal management agreement.

To provide assurance in this area under any new arrangements. 2 15

Total 155



Resources

Auditable Unit Auditable Unit 
Description Notes Quarter Days

IT
24. Servers and 

Data Centres
Physical and logical 
security of servers and 
data centres. 

Service is moving to operate on same infrastructure – this review to cover effect of 
change.

This could also include cloud computing risks and the process for periodic review of 
end user access for key applications and the AD network domain. 

3 15

25. Applications Review of IT general 
controls over core 
systems.

May include:
- User access

- Change Management

- Back up/DR

- User activity (audit logs/administration)

- Key performance indicators to measure and evaluate the Council’s investment 
in ICT programmes and projects.

Potential key applications for review are Northgate and Mosaic.

1 15

26. Mobile 
Working

Mobile Working Delivery of the digital transformation agenda for internal staff through enhanced 
teleworking capability.  All Brent staff have access to log into the Council’s network 
remotely via virtual private network (VPN) enabling flexible working. 

Mobile device policy restricts sensitive documents from being stored on devices 
including iPhone and iPads.

2 15



27. IT 
Operations

Effectiveness and maturity 
of IT processes and 
controls against industry 
standard frameworks e.g. 
ITIL.

Potentially include service level targets and monitoring, change management policies 
and processes, release and deployment policies and processes, availability 
management and problem and incident management and reporting. 

Capita and IEG4 host and support the benefit system. Third party provider performance 
is a potential area of focus.

3 15

Finance

28. Key 
Financial 
systems

Accounts payable, 
accounts receivable, 
general ledger, NNDR, 
Council Tax, Housing 
Rents and Housing 
benefits

A change in approach will be piloted to replace the continuous audit monitoring 
approach (CAM). Alongside a management control tracker process, four of the key 
financial systems will receive full end to end risk based reviews.

Any key control design or compliance issues arising from these will be fed into the 
management tracker.

All 50

29. ORACLE 
controls

Control framework 
concerning roles and 
responsibilities within 
Oracle 

A review of control design aspects of the Oracle system with specific regard to the risks 
around separation of duties in key processes.

‘New Oracle’ going live in May 2018 which largely involves a move to ‘in-housing’ 
Oracle support desk.  (This will require joint Finance/IT sponsorship of this review.)

1 10

30. Purchase 
cards

Use of procurement cards 
for purchasing

Government procurement cards and pre-paid cards: two different products. 
Strategic considerations around use of P-cards for low value transactions. Approval 
occurs in Oracle. 

Consideration of appropriateness of use and monitoring for mis-use to be included.

3 10

31. Income 
collection

Collection of income 
including Direct Debit, 
internet, phone, post, 
person, standing order, 
cheque and GiroBank 
payments.

To look at end-to-end process for incoming cash for specific processes (e.g. income 
for pest control) to check if these processes are streamlined and efficient.

Also petty cash usage – should be eliminated but assurance required on position.

Additional risk factors to consider are: the new income management system, Axis 
Income Management (AIM), is due to go live in early April 2018 intended to streamline 
overall arrangements. Additionally. The number of bank accounts used to receive 

4 15



income will be reducing from the present eight to two.

32. Budgetary 
Control

Includes budget setting 
and monitoring, including 
virements.

Oracle budget management (devolved departmental budget monitoring). Hyperion 
system implemented in 2016/17. Issues around system access and functionality 
resulted in compliance issues. Recent improvements and focus on compliance has 
improved procedures.

The budget monitoring process is administered through a workflow. Different levels of 
service are defined depending on level of support needed from the Finance function. 
Then budget is monitored against actuals from Oracle.

2 15

33. Payroll Payroll policy and 
procedures

Extended follow-up of audit work conducted in 2017/18 3 10

34. VAT VAT policy and procedure 
framework

Included  at request of management – to include compliance issues e.g. with zero-rated 
decisions;

4 10

Procurement

35. Procurement Service will leave the 
shared service with LB 
Harrow at end of 2017/18.

Procurement service will be restructured in 2018/19.

Audit will provide advice and guidance on the developing structures and processes as 
they are developed.

1 20

HR

36. Staff 
Performance 
Management

The Council's staff 
performance management 
framework.

A new Workforce Strategy has been developed in 2017 that covers the performance 
management framework.  A new approach to manging poor performance has also 
been implemented.

Audit to consider poor performance and appraisal systems. 

Oracle used for staff performance management. Some system and functionality issues.

2 15



37. Sickness 
and absence

Processing, recording, 
administering and 
monitoring of absence. 
Includes Processing, 
recording, administering 
and monitoring of staff 
sickness.

Manager self-service is used to record absences - managers record sickness and 
absence.  A new (2017/18) attendance management policy defines triggers that require 
further investigation.  Audit to cover adequacy of, and compliance with policy. 

3 15

38. IR35 From April 2017 anyone 
engaged through a 
personal service company 
(PSC) providing a service 
similar to an employee 
should pay tax and NI 
contributions similar to an 
employee.

Audits to review the arrangements to review and record the intermediary status of 
existing (and any future) personal service company arrangements. 

2 10

Property and FM

39. Facilities 
Management

Hard and soft services. 
Includes contract 
management.

Client Team managing a large mainly outsourced operation (Total Facilities 
Management (TFM)) including cleaning, security, catering, portering, landscaping and 
helpdesk service).  The team also covers asset management on the retained estate 
and audio visual services.

3 15

Customer Services

40. Discretionary 
Housing 
payments

Administration of 
discretionary housing 
payments to residents in 
need

Review of risk and procedures in this area 3 15

41. Risk –based 
verification 
(RBV) - 
Benefits

Benefits application 
system 

Review to consider the risk associated with this process and whether tolerances are 
effectively controlling levels of fraud and error.

1 10



42. Income 
Management 
and Debt 
management 
systems

Systems AIM and ASH 
introduced in 2017/18

Audit advice on the risk and control aspects of new processes will be provided as 
systems develop.

1-2 10

43. Client affairs Appointeeship and 
deputyship services

Review to specifically consider the use of pre-paid cards to facilitate expenditure by 
clients

2 5

44. I Expenses Review and processing of 
expenses.

Some evidence of non-compliance. Review to cover general control framework with 
specific testing on appropriateness of claims.

4 10

Total 305



Performance, Policy and Partnerships

Auditable Unit Auditable Unit 
Description Notes Quarter Days

45. Policy and 
Strategy

Overarching council 
strategy and delivery.

Brent 2020 is an overarching corporate strategy. Review to cover how delivery is 
monitored and reported.  Scoping of this work to potentially include the transformation 
strategy based on three outcome-based work streams.  i.e. The effectiveness of 
governance and impact of work streams to deliver strategic objectives

2 15

46. i4B Holdings / 
First Wave 
Housing

Wholly owned 
subsidiary of LBB to 
procure properties and 
contribute to reduction 
of T/A costs.

Independent assurance is provided to the i4B board on their key risks.  This review 
will specifically cover LBB’s risks in this arrangement.

Consideration will also be given to the governance arrangements for First Wave 
Housing.

A separate annual audit plan will be prepared for I4B.

1 15

47. Digital Strategy Alignment of the IT 
strategy to the wider 
business strategy and 
objectives.  

There is a Digital Strategy in place as part of Brent 2020; the strategy focuses on 
digital transformation, to support the transformation in the delivery of the Council’s 
front line services, reducing the need for back office support by providing self-service 
functionality to residents via the web. 

Review may include an assessment of ownership and leadership of the strategy and 
its communication across the Council in addition to the capacity and capability of 
operational and technical resources to deliver against key priorities. The extent to 
which this is supported by underlying policies, procedures and an effective 
governance structure.

2 15



Total 45

Available resource = 1100 days.  Contingency of 15% leaves available 935  

Less 75 days for follow up work

Les 20 days for Risk management work

840 days available

Allocated above total = 885

 (Plan oversubscribed by 45 days)



Follow-Ups
The audits listed below were finalised in 2017/18.  They will be individually followed up and reported separately.

This work will seek to ensure that agreed actions contained in our 2017/18 reports have been implemented. Status of implementation of 2017/18 audit 
recommendations will be updated and reported in our progress reports to senior management and the Audit Advisory Committee throughout 2018/19.

An average of 2 days per fw-up.  Allow 75 days

Corporate/Cross Cutting 
1. Use of Interims and Consultants
2. Business Continuity Planning (BCP)
3. Procurement

Children and Young People
4. Troubled Families
5. NRPF

CWB
6. Introductory Tenancies
7. Voids Contract
8. Temporary Accommodation
9. Homelessness
10. Leasehold Management and Service Charges
11. Gas Servicing
12. Former BHP Owned Properties 
13. Rent Arrears Management
14. S117 Mental Health Act (Aftercare Services)
15. Direct Payments
16. Public Health – Payments to GPs
17. Public Health – Service User Development

Regeneration and Environmental Services
18. Contract Management Review



19. S106 / Community Infrastructure Levy
20. Schools Expansion Programme
21. South Kilburn Regeneration

Resources
22. Asset Management
23. Management of Capital Programme
24. BACS
25. IT Disaster Recovery
26. PCI DSS
27. IT Security & Access Management
28. IT Governance & Third Party Management
29. GDPR
30. Information Governance
31. Payroll
32. Pensions Administration
33. HR – Contract Administration
34. Income Generation

Performance, Policy & Partnership 
35. Grants to Voluntary Organisations
36. Performance Management


